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Moderator Marc Williams: Hello. Can you hear me? Yeah? OK, thank you. It’s certainly a bigger group than we 
thought. With it being Canada Day tomorrow you’ll be rushing off really quick, so thanks for coming to this session. 
Risk management. Are you in the right session? Fifteen: Quantifying Operational and Strategic Risks. If that’s not the 
session you want then you’re in the wrong place.  

I’m Marc Williams. I’m an actuary with Towers Watson here in Vancouver and I’m going to be the moderator today. 
I’m particularly interested in this session; operational and strategic risks. I may well give Fabio Capello a call right after 
this session and talk to him about what happened to the England team last week; not good execution or strategy, I think. 

In terms of our speaker I’ve got Sim Segal here. Sim is a Fellow of the Society of Actuaries. He is a chartered enterprise 
risk analyst, one of the first cohorts to get that designation, and did it not via examination, via experience, et cetera, 
already being a person operating in that field. He is also a Member of the American Academy of Actuaries. He’s got 25 
years of experience predominantly in risk management and the last few years really focused on ERM and ERM issues. 
He’s currently authoring or almost finished, if not finished, writing a book on ERM which will be published by Wiley 
early next year. He’s an adjunct professor at Columbia Business School teaching ERM on the MBA program. He’s the 
Chair of the Risk Committee of the Society of Actuaries and he’s actually leading the ERM program for the society itself. 
I think that’s really important if we’re going out there as professionals trying to expand our role in this area, that we do 
lead from the front, and we’re doing it with our own organization as well. He was the editor of Risk Management for a 
couple of years, 2008, 2009, and he is the elected Vice-president of the Society of Actuaries. And with that I’ll hand it 
over to Sim. 

Sim Segal: Thank you, Marc. And with that long introduction that’s all the time we have for today, thank you for 
coming, thank you, Marc. I’m pleased to be with you here today to share with you some thoughts on what I call the 
Holy Grail of enterprise risk management, which is often missing from enterprise risk management programs: how do 
you quantify the hard-to-quantify risks, the quantification of strategic and operational risks. Before we get into the 
material I thought I’d just share some research from a Professor Larson, who I think you may be familiar with—Gary 
Larson from risk management; it’s just some slides I made up. The picture here is Native Americans waving goodbye to 
Columbus after his first visit with the ships the Nina, the Pinta and the Santa Maria, they’re all happily waving, and one 
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Native American says to the other, “Did you detect something a little ominous in the way they said, ‘See you later’?” So 
that’s sort of ignoring emerging risks, and we all know how that worked out for the Native Americans. 

Another type of risk, which is focusing on the unimportant risks and this is—I don’t know if you can see it here, I’m just 
going to read it. There’s a guy looking very frightened at his desk and it says, “Anatidaephobia: the fear that somehow, 
somewhere a duck is watching you”, and there’s a little duck looking over there. So I think that sometimes people focus 
on unimportant things that are not going to happen.  

This is probably one of my favourites: poor mitigation of the known risks, I think this one speaks for itself. The guy’s 
supposed to be watching for forest fires and his little cabin burns down there.  

And the last one is poor post-event mitigation plans. You see the fish had escaped the fish bowl, which is on fire, and one 
fish says to the other two, ‘Well, thank God we all made it out in time. Of course now we’re equally doomed.” Right, so 
you’ve got to have good post mitigation plans. 

Let’s now get into the material you came for. We first need to define strategic and operational risks. What we mean by it 
today is operational is pretty typical HR risks, technology and so forth, disasters, but strategic risk is often ignored 
completely. These are the risks that your strategy is wrong to begin with or that you’re not executing properly, or that a 
competitor is going to come out and eat your lunch, or a supplier risk, or external relations risk. This is what we mean by 
the strategic and operational, this is everything except the financial risk.  

There are three main approaches that people use trying to quantify the non-financial risk, the strategic and operational 
risk. The first one is not to do it at all, not to quantify, just to use qualitative metrics, and you know that doesn’t work. 
You’re a business person, you need numbers to make a decision even if its approximations, guesses even, ranges, you 
need some basis to make a decision, so qualitative just can’t work. 

The second methodology is to use industry data and while this is appropriate for some risks, for most risks this data is 
just unavailable and more of the time it’s just even inappropriate because how a given risk plays out in your company, 
with your people, with your strategy, with your mitigation in place, can be very different than how it plays out at another 
company. So this method doesn’t work. 

The third method is the most apparently rigorous mathematically. It’s the most widely used and it’s actually the worst 
because it’s pretty misleading. This is setting up risk capital. This is the Basel II approach which Solvency II mostly 
copies. It’s setting up capital, and of course capital doesn’t manage a risk, it just sits there, but this approach for most 
banks under Basel II is going to mean setting up a fraction like 15 percent of revenues and setting that aside as capital. So 
why is that bad? First of all it understates the risk because it doesn’t look at all future impacts; it’s just an impact 
snapshot on the balance sheet and on the capital today. A lot of risks, especially strategic and operational risks, play out 
on your future revenues or on your future expenses and they’re not going to show up in the balance sheet today. We’re 
going to have an example of this in the case studies. But even more troubling is it’s not risk based and it’s even 
directionally incorrect sometimes. The way to see an example of this is imagine if you are a businessperson and you’re 
responsible for one of the business segments, and you’re now put in charge of operational risk management all of a 
sudden. From one year to the next you do a phenomenal job. Everyone agrees you virtually cut the operational risk in 
half. You better trained your people, you decentralized your offices, you’ve got better business continuity plans, you 
bought more insurance coverage, everything you could possibly do, and you also were a good businessperson; you grew 
the top line revenues. Congratulations, this approach says you need to hold more risk capital. So your risk now . . . You 
have to hold more, and everyone I’ve talked to that uses this method, they all nod up and down and say, “Yeah, we 
know, it’s kind of messed up but we don’t have anything else to use.” People acknowledge that these methods don’t 
work but it’s all we’ve got.  

Let’s take a look at an approach that’s designed to solve these problems. This is what’s known as a value-based enterprise 
risk management framework. We’re going to spend a bit of time on this slide; it’s the foundation for the rest of the 
presentation. I’m going to take you through this. In terms of the enterprise risk management process cycle there are four 
major steps that are a continuous cycle. You first identify the risks you have, then you move on to measure them, to 
quantify them, then you go on to make decisions with that information and then at the back end you report it, disclose 
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it internally to the board, externally to external stakeholders. This slide, this framework delves into three of those. The 
red is the risk identification. The blue is the risk quantification and the green at the top is what do you do about it, what 
decisions are you going to make with the information.  

Now we’re going to start from the left-hand side moving to the right. From the left-hand side you have all risks in the 
universe here known or unknown that could operate to hurt your company. They’re trying to move to the right and 
they’re trying to get to this cube here called ERM Model; consider that the value of the company. We’ll come back to 
how that’s calculated, but these risks are trying to get at you, so what happens first? First there’s a natural filter here 
coming down from above and as you can see that strategy . . . So that’s what products through what channels to what 
markets with what value proposition. That’s your chosen strategy. That will determine what risks are relevant to you or 
not relevant to you. For example, if you’re not in property casualty business you probably don’t care about the risk of 
auto repair rates going up. Or if you’re not in business in Russia you don’t care mostly about Russian sovereign risks, it’s 
not going to affect you. So that screens off a bunch of risks that are just not even relevant, but the relevant risks are still 
so numerous you just can’t deal with them. Enterprise risk management should be about focusing on the biggest, the top 
20 to 30 or so biggest threats to your company. How do you narrow it down? Well, there’s only one general way of 
doing it, although how it’s actually implemented—there’s a variety of methods. Essentially it’s a qualitative assessment, 
and the two axes here . . . You ask a bunch of people in your company, you survey them various ways, ask them to guess 
given a bunch of risks or suggest risks to score them high, medium and low in terms of severity, high, medium and low 
in terms of likelihood. You get these two axes and you have some basis of deciding and prioritizing on that. In this case 
it’s the upper severity and likelihood combinations, that ellipse that draws, OK those are selected, those are now 
determined to be the, whatever, 15 key risks, and now we’re done. We’re done with the risk identification portion of 
enterprise risk management.  

Now we move on to the quantification stage. The first step in the quantification is scenario development and there are 
two basic ways of doing this for the key risks. The first one at the top is for risks for which you have mostly objective 
data. These are generally the financial and insurance risks. You’ve got a long history, you’ve got millions of transactions 
in the market, you can draw almost a continuous curve and if you want you can fit formulas to it—not recommended 
here—but from that wealth of data you’ve got this curve, which is denoted by this black continuous curve here. So just 
consider this as like a market risk, a down market here, maybe an up market here. You know, severely up, severely down, 
here it’s really bad, but it’s very low likelihood of go down 50 percent, let’s say, go up 50 percent, equally unlikely. You 
know you get some kind of a curve; you wouldn’t get a normal so you get a distribution. From here you will pick off 
these red dots. These red dots are meant to be representing individual deterministic scenarios that you select to represent 
enough inflection points that you capture the shape of that curve. It’s not using a formulaic and then doing stochastic 
sampling within that which changes every time you run it. It’s very concrete, very specific.  

Then you will move on to the mostly subjective risks. These are strategic and operational risks. You don’t really have a 
wealth of objective data for the fact that your strategy might be wrong, or the risk that your strategy might be wrong, or 
that your execution might be at risk, or that a competitor is going to make a move against you, or that a regulation is 
going to be passed that’s going to ruin one of your markets. This doesn’t exist. You have to make them and there’s a 
process we’ll talk about in a little bit, it’s an adaptation of a technique from the manufacturing sector called failure 
modes and effects analysis where you sit down with your risk experts and in a very rapid way you develop a bunch of 
guesses. They’re the best guesses you’re going to get; they’re the people closest to the business, closest to the risks. There’s 
a way of conducting this that you get a fairly consistent way of making these guesses, aggregating information and 
putting it together so you’ve got good relativities that give you information.  

Now you notice here the depiction is a curve that’s a dotted line. It’s not a solid line, you can see that, but that just 
represents the fact that you don’t have a bunch of external data that you can paint a continuous curve and select red dots 
from. You have to create these red dots yourself using that failure modes and effects analysis which we’ll discuss in a little 
bit. Now you’ve got, on an apples-to-apples basis, a level of alleged accuracy or inaccuracy to put together risk scenarios 
for every key risk. If one of your key risks is equity market risk, you might have seven scenarios for that or 11. You might 
have strategic risk; you might have five scenarios for that. IT risk, you might have four for that or 20, it doesn’t matter. 
You create what you think you need and then you’re ready to put it together.  
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Now, before you look at how each one of these or collectively multiple risks impact the value of the company there’s 
another natural filter here coming from above, but instead of strategy this time it’s tactics, risk management tactics. This 
is your mitigation so this will change. The way to think about that is if you quantify the risk sort of before and after, pre- 
and post-mitigation, inherent versus residual risk. One way to think about it is imagine that my company and your 
company looked virtually identical and we’re across the street from each other and, God forbid, a hurricane hits our 
buildings, wipes them out. Nobody is hurt but we have to rebuild. The buildings are $50 million but I have $10 million 
of coverage so my net is 40. But you were smarter; you bought $25 million of coverage so your net impact is $25 
million. We both have the same gross exposure, $50 million, so that’s what we’re talking about here, pre-mitigation. 
Post-mitigation: mine is 40, yours is only 25. So insurance is an example of mitigation. Another example is risk culture. 
Imagine again my company and your company are virtually identical, but in your company you encouraged the early 
reporting of bad news, let’s say, but in my company we shoot the messenger. So the same risk event happening may not 
even be a blip on your radar, it will be nipped in the bud, but in my company it may grow and fester and eventually take 
the company down. The same risk, different outcomes again, so risk culture is another example of a risk management 
tactic. 

It’s important to measure on a pre and post basis. Most companies don’t do that, they only measure on a post basis. 
That’s one of the things that banks did not do, they did not calculate and report the gross exposure to the board or 
executive management. Had they done that it would have shown a huge spike up in risk which could have just stopped 
the whole process. But they felt they were fine, they were packing it, wrapping it, selling it out the back door, having 
guarantees . . . The guarantees, some of them fell through. So that’s why you measure pre and post: you never know how 
your mitigation is actually going to work so two risks that have a net exposure of a very small amount in your company 
may not be identical. Let’s say it’s like $2 million but the gross is also $2 million for one risk. Another risk is $2 million 
net but is $100 million gross; you think you’ve got $98 million in insurance. Is the insurer going to agree when that 
happens, are they still going to be there to pay? Are they going to dispute it? So that’s why it’s important to measure on 
both bases.  

Now what you need to do then is you do two things. First you quantify, on an individual basis you’re ready to quantify 
now the individual red dots, one risk scenario at a time. It’s sort of what if’s, stress testing and shock the value of the 
company. Now let’s talk about what we mean by value. This ERM model is based on—for most companies, public 
companies, cash flows—its discounted cash flows. So what you do is you create a simple internal valuation of the 
company. You take the strategic plan projection, project out revenues, fixed expenses, variable expenses, change of 
reserve, change in capital, get down to distributable earnings or free cash flow for non-financial services companies, 
project that out to the plan period, project it out beyond the plan period in some reasonable way with all future new 
business, and discount it back to today with a hurdle rate. You get the price an investor would pay today if they believe 
that you were going to perfectly execute your strategic plan and everything was going to go exactly your way. That 
baseline becomes now your expectation and risk is defined as anything that causes a deviation both down and up, all 
volatility is in.  

Some may ask, “Well, what do you need that for if you’ve got the market cap?” The market is the ultimate arbiter; the 
market should tell you what you’re worth, right? But that’s not a dynamic model, number one, and, number two, you 
know better, right? Ask the question, “What does every rogue stock trader want to get their hands on?” Inside 
information, right? Why do they want inside information? Because nobody knows what’s going to happen with the 
future of the company but the managers sitting at your desks in the company know best where their part of the business 
is going to go and what the ranges are around it. For stable businesses it’s this range, for emerging markets it’s this range, 
but they can take the best guesses at it and that information is valuable. If you harness that internally and collect it in as 
an unbiased way as you can and put it together in a dynamic model you’ve got something pretty powerful. That’s the 
central part of this here. 

So you’ve got the baseline projection, the discounted value of the company, now you shock it for one risk at a time. 
When you do that now you’ve got risk scenarios for the objective risk, the financial insurance risk, you’ve got the 
strategic and operational risk scenarios, you can do one at a time, all the different risk scenarios, shock the value of the 
company. You get that lower right corner right there. I’m just going to flip to . . . here’s a blown up example of that. You 
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end up with a list of all different kinds of risks down the left-hand side. The first time when this is done, the first time 
management sees a risk metric that is holistic, it captures all the impacts, whether it’s balance sheet, capital, future 
revenues versus future expense, appropriate discounted and weighted all rolled up into one number, the value of the 
company. That’s a metric everybody understands. Some may not understand how it’s calculated but it’s analogized to 
market cap. People understand that value of the company is something important, something you have to protect and 
something you want to make go up so it’s pretty straightforward. And you’re putting every risk on an apples-to-apples 
basis measured on that basis. You get a very clear picture of which are the biggest risk scenarios. I can tell you every single 
time I’ve seen this done there are surprises because until you crunch the numbers you really don’t know which are the 
biggest risks and sometimes even the biggest scenarios.  

Sometimes risk scenarios that are said, “Well, here’s our worst case scenario, here is the sort of the moderate,” the 
moderate actually turns out to be worse when you quantify. That’s how tricky it is. It’s a simple arithmetic but until you 
do the projection discounting, you can’t do that in your head so there are surprises. Some risks that were thought to be 
really big were really low or fall off the page because they’re over-mitigated sometimes. Other risks jump up into the top 
five and we’re going to discuss some examples in the case studies shortly. 

So that’s one of the outputs you get. Now when you have this metric you also have this same chart for every other metric 
that you would want. Normally when companies do this they like the value metric or some offshoot of that and they 
come up with two or three other key metrics, revenue growth or net income growth or earnings per share growth or 
capital, because you’ve got every single number. It takes every single one of those numbers to create the valuation so 
you’ve automatically got an internally consistent model that can immediately output this information in any metric that 
management wants. What’s a nice side benefit of that is in most insurance companies you’ve got the capital people over 
here and the value people over there. You’ve got economic capital over here, embedded value over here, and the two 
don’t come together. You’ve got two different models, sometimes two different sets of assumptions, two different levels 
of detail, certainly two different politics, right? You got friction, it doesn’t come together. The risk people will present 
their information to the company and say, “Here’s the risk of doing this project,” and the business people will say, 
“Yeah, but what about the opportunities?” The embedded value people will say, “Here’s the value in the business,” and 
some people will say, “What about the risks?” If you’re in the business of business that’s risk return you’ve got to bring 
them together and this approach marries the two together. 

Here’s an example of having multiple metrics. It’s a modified case study. So the same risks and you can see that, 
depending on what metric you look at, the worst case with the worst risk scenario will be different because, of course, the 
metrics are impacted differently. Enterprise value should be the dominant metric because it encompasses everything. 
Let’s go back to the chart. So that was the lower right corner, that’s the one at a time, but enterprise risk management 
isn’t just about enterprise-wide including all risks, which is good because now we’ve talked about how to get from just 
measuring the financial risks to measuring all risks. Every study that I’ve seen shows, and the study that I directed last 
year confirms, that the vast majority of the volatility of companies does not come from financial risk, yet the majority of 
the efforts in enterprise risk management are focused in financial risk partly because the people doing the modeling have 
the financial background. Their education, their training is in financial risk; even their department might be named 
market risk, credit risk, and insurance risk. So they’re kind of a limited view and they like what they know and they stick 
to that. Even for a financial services company it looks like that at most 30 percent of the volatility comes from a financial 
source of risk. It’s really a strategic and operational risk. 

OK, so you’ve got that. Now you need to look at another exercise which is very important, and that is looking at more 
than one at a time. You need to look at one or more events per simulation. Look at a combination of two risks at a time, 
three risks at a time and more. Looking at these combinatorics is important and when you do that you get an entire 
distribution of potential outcomes, which is shown in the graph above, the one we just talked about. You get the 
distribution and let’s just talk about this for a minute. So here is likelihood, here is enterprise value and in the middle 
here where it intersects that value is again the value that an investor would pay today. That’s if you achieve your strategic 
plan, that’s the value you’re worth if you were to perfectly execute your strategic plan and everything go exactly the way 
you want it to go. Now, of course, you could lose on most of your value with extremely low likelihood or you could 
double your value with very low likelihood and everything in between.  
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Now the reason this is important is there was a study done a while ago before the financial crisis and it was called 
[Disarming] The Value Killers [A Risk Management Study]. It looked at a decade of experience in the 
stock market and it took the hundred largest losses in the stock market. They call these ‘value killers’ and it looked at 
what caused them. The study found that over 80 percent of these value killers were the result of two or more risks 
interacting together. So even if you’d gotten this far and you can measure every type of risk which most ERM programs 
do not have and one at a time, that’s good, a lot of lessons learned and actions taken even at that point, but it’s not really 
enough. You need to look at integrated approach, multiple risks happening at the same time. This is very intuitive. If 
you think about people that you know that have somehow kind of lost it, right, it’s not usually one event that happens, 
it’s usually a combination—something happens then something else terrible happens. It’s the same thing with a prize 
fighter; they could take one big punch on the chin but a jab and a cross knocks them out. So it’s a combination. Same 
thing with companies; not just one event. Usually it’s a combination of events that knocks them out.  

So looking at that graph, I mean looking at the chart in the lower right corner, I can sort of make sense of that. I can 
look at this and figure out OK, I can see where the biggest risks are, and I go to the top. But when you look at a 
distribution I don’t know what I can learn from that. I’m not smart enough to figure out what that means. What you do 
is you pull off little sort of areas under the curve or points to the left or the right that we call pain points. These are the 
levels that management doesn’t want to fall below without, you know, with a very high likelihood. They want to keep 
that really low, like the risk of a double downgrade or the risk of capital falling below a certain level or the risk of value 
falling below a certain level. They know what those pain points are. Those are the pain points at which they start to lose 
their job; they don’t want that to happen. So you pull those off and you give the probability and you’re able to say, 
“Based on all the exposures we think we have, based on our strategy and tactics, based on our future guesses at what the 
risks are and what may play out in the environment, internal and external, we think these are the biggest risks. We think 
here are the combinatorics of it. It works out to this distribution and we think we have 15 percent chance of losing 10 
percent or more of our value, a 3 percent chance of losing 20 percent or more of our value, a 7 percent chance of a 
downgrade. That is the current snapshot that’s based on where we are now.” That information is shown to the ERM 
committee.  

Now you notice with that sentence that this information is shown to the ERM committee, I’ve moved out of the blue 
and into the green. This is the end of the calculation. We’ve just calculated, and this technically is really a subset of this. 
This is multiple combinatorics including one at a time. This is just one at a time. This is the enterprise risk exposure, 
that’s what it’s called, enterprise risk exposure.  

What is the enterprise level from all sources, what is our current exposure, translated into these kinds of terms, the pain 
points? We’ve moved now from doing a calculation to doing a decision. This information is presented to management, 
the risk committee along with the question. “Here’s our exposure. Here’s where we are right now. Are you comfortable 
with this level of exposure? Are you comfortable with this level of risk for the organization?” If the answer is no, the next 
question is, “What do you want it to be?” The “What do you want it to be?’” That answer is in the upper right corner. 
I’m just going to read that, it’s called risk appetite. It’s the level of exposure enterprise risk exposure management is 
comfortable with at the limit. So let’s say, for example, the exposure is higher than what they want it to be. They define 
risk appetite in the same exact terms, on the same basis. Well, they’ll say, “We have a 7 percent of ratings downgrade, we 
want it to be three, let’s make it, at most, three.” Now if they’re not happy with the level of exposure there are only two 
things that management can do: they can change strategy or they can change tactics, strategy or tactics.  

If you look at this graph you can see that’s these two items up here. If you change either of those you automatically 
change the filters, which means before you make a decision with this approach you’re able to show management, “Here’s 
a couple of strategic options we have. Maybe we’ve already been thinking about it. Here are some tactical manoeuvres we 
can make. Here’s how the numbers change. Here’s what wins, here’s what loses. Which do you like? Which one wins?”  

Now that is the most important job of enterprise risk management is measuring the risk exposure, defining the risk 
appetite and managing the exposure to within appetite, that’s the most important job. But you’ll notice from this 
approach we’ve really got two different things going on. If I’m standing on the left-hand side here looking to the right, 
what does it look like we’ve got here? We’ve got traditional risk management, we’ve got the risk going on here and we’ve 

http://www.e50.com.my/pdf/General_Risk%20Management.pdf�
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married it pretty tightly on the right-hand side to value, to the value metric, and that’s pretty clear. But if I’m standing 
on this side and I’m looking to the left, what does it look like from this perspective? You might say, “It looks like this is 
really just value=based management, an old concept.” You know the dynamic way of looking at value drivers of the 
business and making the value go up, and we’re marrying that pretty tightly in this case on the left-hand side to more 
rigorous scenarios around that. So it’s adding discipline to the value-based management approach. One way to think 
about this is that a key element in value-based management is strategic planning.  

Now think about strategic planning, whether it’s a top-down approach, “Hey, everyone is going to grow 10 percent 
regardless,” or it’s a bottom-up, a bubbling up of all the individual strategic plans in the company to create the plan. 
What do you end up with? You end up with the plan, the strategic plan, which is a binder about this thick on a shelf 
static, like it’s going to happen for sure, right? Now that’s a little unfair because it’s more than one scenario. Within each 
business unit you’ve got grade, SWOT analyses, strengths, weaknesses, opportunities, threats, you’ve got grade sensitivity 
analysis going on, but they’re all done differently. My opinion of the worst case scenario may be different from yours. 
Your guess as to where the equity markets are moving may be different than mine. Someone else’s understanding of 
what’s baked into the strategic baseline for the company may be different from somebody else’s assumptions. This gives 
it discipline; this just takes the different ways of doing sensitivity analysis and aligns them up. And so let’s all understand: 
what is the baseline? What is the worst case in the economy? What is the best case in terms of mortality? How would the 
whole company move? How would each individual department move, how would the interactions of this work, what if 
two risks happened at a time? Now you’ve got a powerful tool and that’s what enterprise risk management does because 
you have risk management, great risk management going on all over the company on a silo basis. This just says let’s pull 
it together, make it a little bit more consistent and give you a dynamic tool that’s linked to decision-making.  

OK, so we’ve spent a bit of time on this. This is sort of foundational. This is what we mean by the value-based enterprise 
risk management framework. Now let’s take a look at how this solves the three problems we talked about before, of most 
companies trying to address this with the three approaches that we said didn’t work. The first one was we said qualitative 
doesn’t support decision-making. Well this solves that because it quantifies it, and it quantifies it in a metric everybody 
can understand and a unifying metric because every risk can be quantified on that basis in terms of impact on value. 
That supports decision-making. It’s the most rigorous basis for any decision: what’s the value expected on this and what’s 
the volatility that we expect around that value?  

The second problem was industry data. We talked about how industry data is not appropriate because my company and 
your company, you know where a risk is placed could be very, very different, and we talked about a couple of examples 
of how our companies could be different in terms of insurance or risk culture and other reasons why it would play out 
differently. Looking at industry data doesn’t give you that sensitivity, it’s not risk-linked. It’s not individual; it’s not 
company or even business segment-specific. In contrast, this method that we talked about, the failure modes and effects 
analysis, you’re sitting down with risk experts in your company. They know the business, they know the people, they 
know the mitigation in place, they know how risk would actually play out, they know their own response plan because 
management doesn’t just sit on their hands, they have actions that they would take, they know what they would 
probably take in certain circumstances and you can think those through and quantify. So it solves the second problem. 

How does it solve the third problem? The first one is we said it understates risk because looking at capital only without 
all future new business into the model misses a lot of the quantification. This is a full projection of the future in terms of 
revenues, in terms of expenses. So anything that impacts your one, your two, your three, it’s all in, so it’s full impact 
captured. As opposed to the risk capital Basel II, Solvency II method which is arbitrary and often directionally incorrect, 
this is fully risk-based. The risk goes up, this level goes up, this potential shock to the value of the company goes up. Risk 
goes down and likewise so it solves all three problems.  

Now let’s take a look at the failure modes and effects analysis adapted from the manufacturing sector. There are four 
steps to it. You have to identify the right people. People generally know who their people closest to certain risks are. You 
say, “IT risks,” you have to talk to these two people. The strategic plan risk, talk to those two people. You know HR risk, 
OK, head of HR, legal risk general counsel, and business international talk here, so they know who the people are. 
Sitting them down, there’s an advance communication sent out and then you sit down in a very rapid way and a 90-
minute meeting captures 80 percent of the data you need for most risks except for complex risks like pandemic which 
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require multiple meetings. Then through follow-up you get some other guesses; these are guesses. We’re not pretending 
this is any more than it is. They’re guesses but its consistent guesses with ranges around it. Then you assign a likelihood 
and then you take that information and you shock your baseline valuation.  

So revenues go up this much, and expenses will go up this much for a couple of years, and no, we don’t think it will 
impact capital or the cost of capital. Now let’s shock the value of the company and look at that metric and then express 
it. That’s pretty much how it works and the documentation here is important. You document the assumptions, reflect it 
back to the risk experts, make sure you’ve got it right and then share it more widely. This gets to . . . I think James 
Surowiecki wrote the book The Wisdom of Crowds. When you poll a crowd you get a better answer than asking just the 
smartest person in the room. So it’s sharing information and there are various examples of this. One example is an 
insurance company and they were looking at some CAT risk and they were assuming a certain box of coverage that they 
had reinsurance. They made the assumption and quantified the risk and then they shared it a little more widely and 
someone from another department was able to say, “You know that’s not our box any more, we’ve changed it.” They just 
weren’t aware of it. Things like that, just correcting errors, will improve the quality. 

I’m going to share with you a counter example, a pretty interesting one of not sharing information and the cost of that. I 
don’t know how many of you are familiar with many years ago during the Carter administration, the U.S. had a problem 
with Iran. Iran had seized the embassy and taken the members of the embassy hostage. How many of you have heard 
about that? OK, a number of you. I don’t know if you recall but the U.S. military attempted a rescue effort and it 
resulted in massive failure. They had a major transport and two support helicopters. What is less known is what actually 
happened with the event. The helicopter, this transport, landed here, two helicopters on either side. One of the 
helicopters took off again and continued to hover longer than the other vehicles or aircraft and hovered and was moving 
over the transport. The motor failed and crashed into the transport and both aircraft were out of commission. Now, 
what’s interesting about this is why it crashed, why the motor failed. When an aircraft operates in an area of sand the 
sand gets into the motor and at some melting point it turns to glass, freezes up the motor and it’s dead. But this is a 
known risk, the military knows that and knows their hovering times, but the problem was they tested these aircraft with 
Arizona sand and the sand in the Middle East has a different melting point. So they thought they had longer than they 
did, they hovered longer, more sand went in and they didn’t have as much time as they thought and they crashed. The 
interesting thing is—this is the upshot of the story—the Pentagon knew that as well but the area that tested it in Arizona 
sand didn’t know it and the area that tested it and knew the different melting point were in two different parts of the 
Pentagon and they didn’t share that information. That’s an example of not sharing information and how powerful that 
is. So just this act of documenting and sharing . . . You have a lot of smart people, this exercise gets it in their head, gets 
it on the page written consistently and shared, and that’s a very powerful exercise. 

Alright, so now we’ve talked about this technique of coming up with risk scenarios. Let’s look at some case studies. There 
are six I’d like to share with you. Various types of companies that used this methodology to quantify non-financial, non-
insurance type risks. The first one is a financial services company that was looking at an external attack. This was the 
worst-case scenario. A worm goes in through an external unprotected device even though they had a policy that all 
external Blackberries have to have protection. They knew some of them did not comply with that at this point. The 
worm comes in, gets into the system, knocks out the e-mail, knocks out the programs, knocks out the data, goes into the 
mountains where they have backup, knocks those out. It manages to take customer data, steals it, sells it to competitors 
for poaching of customers, takes the small percentage of people that had credit card data, steals that, takes the privacy 
information of all the customers and throws it to the wind. Like everything bad that could possibly happen, happens. 
But in going through the arithmetic it was very clear what the driver was but this turned out to be their number three 
risk. They were shocked that it was even this scenario they didn’t think would come close to the top 10, it ended up in 
the number three. And in looking at the drivers, because when you quantify it this way you can do an attribution that 
shows you what are the major drivers of this large number. It was very clear pretty quickly that the driver was the fact 
that they had like 80 PCs, 80 computers that they had customer data on; in this scenario they wouldn’t be able to tell 
which customer data was violated. They would have to do a notification and monitoring for everybody, and all their 
PCs. This was millions of customers.  
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They were surprised and shocked but they were happy because they were able to take action right away. They made a 
decision; in fact they made two decisions. Now I want to repeat that because that’s pretty important. They made 
decisions with the information. Most of the problems, there are three major problems with enterprise risk management 
the way it’s traditionally applied that this resolves. The one is . . . We talked about how you quantify the operational 
strategic risks. The second problem is, people have an unclear definition of what is risk appetite, what does it mean, how 
do you quantify it? How do you quantify it in the way you use it in the risk governance process? And we already talked 
through how you quantify the pain point, how people take action changing strategy and tactics. 

The third thing, which is probably the most prevalent and most important problem, is how do you bake ERM into 
decision-making? Who is using this for different decisions? If you’re not making a different decision with the 
information you should probably stop collecting it. Most ERM programs have capital allocation, they’ve got some 
corporate reinsurance decisions but not much beyond that. Part of the problem is because they’re not quantifying the 
vast majority of the volatility of the strategic and operational risks it’s really financial risk management. They can’t opine 
on anything that involves strategy or operations because they haven’t looked at the volatilities in that. That’s most of the 
decisions in the company, it’s most of the important decisions. So that’s a problem. Here you’ve got action because 
you’re quantifying in terms of value and the change in value and that is speaking the language of business decision-
makers. That’s what moves them; when you can talk to them about value, now you’ve got them. You talk about capital, 
OK, you’ve got some interest. You put it all together and you look at the change in value—yes, question? 

U-M: (off mic) Could you just define the value? 

Mr. Segal: Sure, a value in this case is a projection of all future cash flows and discounting it back to today with the 
hurdle rate. Now most studies show that with all the shenanigans that can be played with accounting, investors look 
through that, generally look over the long haul. The studies show that they look through that and they value cash flow. 
That’s sort of an inarguable. You know when I give you money when am I going to get it back, how certain am I going 
to get it back? That’s pretty much the equation uniformly for value globally regardless of accounting system.  

OK, so they made two decisions. One, they identified and secured the PCs that they had with this information and, two, 
and this was an insurance company, they decided to purge their ex-customer data, and in the States it’s a state-by-state 
regulation when you can purge ex-customer data, but they were basically able to purge half of the information in their 
PCs. So they’re cutting exposure, never mind the likelihood was cut down by identifying and securing the PCs, but they 
were able to cut the exposure in half by just eliminating half the names and the privacy data. That was very valuable. 
They didn’t know about it but they were able to take action because a simple mathematical exercise raised it to their 
attention that, wow, this is number three. It’s number three in terms of value, something we care about, and it’s easy to 
fix. They were pretty happy. Got it on the list, they were able to fix it and lower the probability and lower the impact by 
half pretty quickly and then report that back to their management and say, “Well, good news.” So the lessons are that 
again the value metrics lead to decision-making and the attribution focuses you on where the mitigation opportunities 
are. It was in the area of the privacy data, not all this other stuff I mentioned. Credit cards, that was all minor noise, but 
they weren’t aware of that to begin with, only after they went through the exercise.  

Here’s another company. This is an insurance company. Pretty common exercise, looking at what people call 
concentration risk. I don’t really like the term; it’s a very common term. I prefer to define risk only by their source and 
concentration is not a source; it’s more of a severity issue. It’s good to ask people where their concentrations are and then 
trace it back to different sources of risk. In this case they felt their people get together, their top sales people in a sales 
conference to reward the performance. And some of their top sales people go to a small island, bring their families, and 
some senior executives go along with them; pretty common. What happens if the plane goes down? The first assumption 
they had to make was how many people would be on the plane, because we have certain rules, people can’t travel 
together in certain numbers. But they also knew that policy was regularly violated because there are fewer flights these 
days; there are very powerful people in the company who want to bring their families in a very time limited window. So 
they ended up violating it pretty regularly.  

They made some assumptions there and they found through the attribution, it’s kind of an interesting exercise. So what 
happens, OK, we assume a certain percentage of their top sales people and then top sale managers and then like a CFO 
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maybe and a couple of management. The sales people are clearly critical and there’s damage to value there. Now that’s 
one thing. What happens when you lose a senior executive like maybe a CEO or a CFO? Now this is the hard part of the 
job, explaining to senior management that the impact is almost nothing, it’s replacement cost generally. You know you 
have to hire a recruiter and nine months you have to pay out. So it’s expensive, a little bit of an expense but not really 
much. But what was very interesting was what the main driver was: it’s not the sales people, it’s the sales managers. Why? 
Because they are very hard to grow, they’re very hard to replace. They motivate not just the productivity of everybody in 
their office but even the retention.  

People are very attached to their sales managers, too. If some of those would be lost, the individuals would leave, beyond 
the people affected that were dying, they’d leave. And of course there’s the cost of insurance, you know your own 
coverage on these people with accidental death and so forth, but that was the main driver. That led to a takeaway that if 
they were going to strengthen the policy this was a pretty tangible thing that they could do politically, say, “OK, we’re 
going to strengthen the enforcement of the policy specifically on the sales managers because that’s where our biggest 
threat is.”  

So again, the value metric, now this is a point I didn’t make yet. I said I would come back to this in an example. If you 
were to measure this risk with an economic capital model, most global economic capital models do not have new 
business in them or they maybe have one year of new business. Some companies have three years, five years and maybe 
even 10 but most global economic capital models do not capture that. How would this rank in a company? This 
company ranked pretty high because they were measuring on a value basis and this plays out in terms of future revenue 
loss and expenses and so forth, but if you were measuring in terms of capital this would be good news. There’s an 
element where actually the impact goes down because it’s just less allocation of expenses because you’re running out in 
force business. You’re not capturing the future revenues and then the shock to that. They’re not even in there, it’s just 
run out of in force so you’ve got less allocation of expenses because these people aren’t around anymore, right? You’ve 
reduced your workforce. That’s obviously ridiculous and of course they wouldn’t do that, but these kinds of risks are not 
on the radar of companies like that because they’re using the wrong tool. They’re using a tool that can’t possibly capture 
the biggest risks, strategic and operational, which affect your future revenues. And again, attribution focus is because 
they’re able to focus on the sales managers. 

Let’s move on to another example. All right, this was a large private insurance company. They were doing a lot of 
investment in AML, anti-money laundering, pumping a lot of money into this and all of a sudden senior management 
just put the brakes on the whole operation. They said, “Stop doing this.” They said, “How big could this even be. We’re 
spending way too much, How bad could a money laundering event even be?” So we did a pretty quick task to model the 
production of the company, value the company and then shock it for what was admittedly a worst-case anti-money 
laundering scenario.  

There were some criminal prosecutions. There were expenses; there were remediation expenses immediate and ongoing. 
The brand of the company was a little damaged because of this and they felt that they would lose more of their 
customers because they had a very personal affinity relationship that was based on ethics, and if this happened to them 
they would lose more, their retention would be hurt more than the average company. This turned out . . . The 
quantification showed that it would knock out about half the value of the company, 45 percent. They didn’t ask how 
likely it was.  

This is a made-up scenario. Who knows, we could have put some guess on it but that wasn’t the point. They didn’t ask 
how accurate these guesses or the model was, they just had no clue that it was even on the order of magnitude of 50 
percent. When they saw that they immediately made a decision, I’m going to say that again, a decision with enterprise 
risk management information which is what’s usually missing. They acted and said, “We’re fine; we’re comfortable 
continuing to spend on AML, now we get it.” They just didn’t have that understanding of how big it could be.  

This is a chemical manufacturing company. Their cleaning products are a very big brand name in the U.S.; most people 
have their cleaning products on their shelves, in their cupboard. They were looking at about 14 risks that they had 
identified and at the last minute they added a fifteenth risk. This risk, we didn’t do risk identification with them, they 
had their own process. So they came to us and they said, “Do you just want to quantify these risks?” But they added a 
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risk. They had made a decision a while back to eliminate a back-up supplier. It was a strategic decision. They didn’t 
think about it, just let it be. So they had what they call now a sole source supplier situation, which is a risk. They finally 
got around to asking the sole source supplier, they said, “Look, we’re relying on you solely for this minor product line, 
what are you doing to protect yourself from fire or flood?” They said, “We’re great; in fact we’re so great we can’t even 
tell you what we’re doing because it’s a competitive advantage.” So they said, “Fine, if that’s the case we should do our 
fiduciary responsibility and let’s at least quantify this, and when we’re doing this exercise let’s just throw it on the pile 
and then we can check the box and say we’ve quantified it.”  

They didn’t think it was big. It turned out to be by far their number one risk exposure. It was like 12 percent shock to 
the value of the company. The next one down was something like 8 or 9 percent. What happened was this would have 
knocked out, just destroyed one of their minor product lines, but it also was going to damage their market share in a 
major product line in an area where their experts understood very clearly that their competitor was going to come in, 
take away that market share and they would never fully regain it. It’s very tough competition in that sector.  

When you actually have the full projection they were able to show that playing out and the leveraging impact of that was 
enormous. This was good news. I mean, they weren’t aware of it. It was their number one risk. They were able to report 
it to the board and then knock it out. In one year, $2 million, which for them was nothing, they can qualify a back-up 
supplier to this situation making this an astronomically unlikely event. When you only have one sole supplier the risk is 
obviously bigger.  

So again, the point is the value metric fully quantifies because you’re looking at future years. And the failure modes and 
affects analysis really leveraged the inside knowledge of the experts in the company to say this is how it would play out. 
They had that knowledge but nobody had ever asked them to think through certain types of risk. When you do that, and 
that’s one of the powers of deterministic scenarios as opposed to this randomized formula which is stochastic sampling, 
you’re not tapping into the knowledge and the expertise you have in the company about the specifics of the market and 
your businesses and your risks. This process extracts it and gives you something much more meaningful.  

Let’s take a look at another risk. This is a major telecommunications company. Now this is a little bit of a different story. 
This is a company, we were doing some quantification of some privacy violations, some IT risks and all of a sudden they 
approached us with another question. What happened was the president of marketing and sales was meeting with the 
president of the company in something like seven days or 10 days, and they were going to have to make a decision. The 
major banks were renegotiating their contracts with this telecom and the banks were saying, “Look, in addition to voice 
you handle data for us and if you are to breach our customers’ privacy data we want you on the hook for unlimited 
liability and we don’t want to pay for it.” So the company had to make a major strategic decision. This was a big 
decision; this was hundreds of millions of dollars of profits at stake. They had to decide, “What should we do? Should we 
do nothing and call their bluff and maybe lose some customers? Maybe they’ve got a better deal with another carrier. 
Should we comply and then suffer the costs of the inevitable breaches of privacy data, or should we do something in 
between, like maybe guarantee some minimum standard that if we violate it then we pay?” And they asked us, “Can you 
opine on this, can you inform us on this decision?” They approached the project sponsor’s boss and they came to us and 
we said, “Luckily the answer is yes, we can do that.”  

This approach is so simple. It involves a very simple spreadsheet approach, just basic fundamentals, projecting and 
discounting cash flows, making the dynamic way, how to conduct the scenario. You know failure mode and effects 
analysis is a little tricky but it can be done pretty quickly. We looked at some scenarios, laid out all the assumptions, 
played with it. By the time we were done we weren’t allowed to go to the meeting—it was too confidential—but the 
feedback came back from the president, “Thank you very much, this was information that we didn’t get from anywhere 
else in the company and it helped us to make the decision that we made.”  

Now I want you to imagine if this kind of approach used the very over-complicated financial risk-only economic capital 
type of quantification, that kind of heavy model. Most insurance companies have that kind of a model and use it for 
enterprise risk management. If they were asked, “Can you inform on this decision? We’re meeting in 10 days,” the 
answer would be, “Yeah, we can inform on it, maybe. We would have to modify the model, we have to hire back the 
consultants and do some parallel testing, we’ve got the actuarial software, we can do it side by side and in about three to 
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six months we should be able to give you an answer.” You’d think that president is going to knock on their door again? 
You’re not going to get asked again. You’ve got to keep up with the pace of the business. You need something to give a 
reasonable answer to get included in these types of decisions. So you want that answer when you’re door gets knocked 
on, you want to be able to say yes because then you’ll get pulled back the next time into the strategy-making table. So 
again, this is effective because it’s nimble and can be adapted pretty quickly and can encompass any risk or any decision, 
whether it’s just a risk quantification or a strategic decision that you might come across. And it’s expressed again in terms 
of the value and change in value and that’s the kind of decision that you want to be able to support. And with speaking 
the language of business decision-makers with the value metric is what you get. 

This last one was a major dominant global computer chip manufacturer. They had a very entrepreneurial spirit though 
and they realized one of their risks was that their strategy was soft, that they were always shooting for the moon and 
maybe it was unrealistic. I often get asked the question, “Is there any risk that can’t be quantified?” I would say no. It’s 
just a matter of how much guesswork there is and what kind of ranges you want to put around it. And this might be the 
softest type of risk; maybe you might think it might be the trickiest. How do you measure and get the strategies wrong to 
begin with, or that it’s just not achievable. Well, what happened was they knew, and just to also show you how easy this 
approach is, they wouldn’t even give us their strategic plan projection. Now as I mentioned, to do the valuation the first 
thing you need is a strategic plan projection, revenues, fixed expenses, variable expenses, and so forth, get down to free 
cash flows, project it out to the strategic plan period, out beyond the plan period in some reasonable way, count those 
cash flows back to today into a valuation. They wouldn’t give it to us; it was too confidential. But what we did get, we 
had their public financials and two statements they made to the media about their growth opportunities. We put it 
together and they managed their company as a one-cell company. They didn’t have business; they didn’t like to do that, 
they liked one model. We created a very rough and dirty model just to be able to do this exercise. When we got to the 
table now the head of internal audit, who was the de facto chief risk officer there, she pulled her team off the table and 
did a little huddle and came back and started accusing us: who gave us the strategic plan, and we weren’t supposed to 
have it. This is the point, we didn’t have it and when we were able to calm her down this was just our guesses but it 
looked really real, the point was it resonated. You don’t need a hyper-accurate model for the exercise to be meaningful.  

That’s the point of that little story, but in this case they knew that there were four elements. We sat down with the 
person responsible for doing strategic plan projections. They knew that there were four areas where maybe it was a little 
aggressive. Maybe they couldn’t charge the price premiums they had enjoyed in their major market into this new market 
they were going into. Maybe their supply relationship assumptions weren’t as strong as they thought they were in a 
couple of other places. Now what was interesting was we measured the shock in that scenario, missing those four targets, 
and the change, the shock, to the value of the company was about 20 percent. Now, every time that I’ve done this 
exercise management’s internal valuation is always higher than the market cap, which makes sense right. The company 
thinks they’re under-appreciated, they’re worth more than they are, but that’s also the job of management, to grow the 
shareholder value, to have an aggressive plan and try to achieve it. Maybe the market doesn’t believe it but this value 
dropped from what they thought they were worth by about 20 percent and the interesting thing was that 20 percent was 
just about how much the stock options were out of the money. So it revealed the bias in the plan and the job of 
management was to get the plan so that they could get back at the money with the stock options.  

Essentially the way of saying that is down here at the lower value, the 20 percent lower, this is what the market cap was. 
This is what the market was saying: “We don’t believe you’re going to achieve those four things.” They were saying, 
“Yeah, we think we are and if we do this is how much we’re going to be worth.” Maybe the truth is somewhere in 
between but being able to quantify that was informative and doing an attribution helped them see, “If we really focus on 
one of these four which one should we focus on first and how much would that be worth?” So that was a valuable 
exercise. 

Hopefully these case studies have made it a little bit more real and talking through the theory of how this works and 
giving you some examples of companies that successfully used this, how you can quantify any type of risk, how you can 
bake it into decision-making and so forth.  
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That’s the end of my prepared remarks on this topic and I can take questions now, but we do have 30 minutes and I 
have some additional material that’s related to this that I can cover. First let me just open it up to questions. If there are 
no questions then I’ll throw out a couple of topics to you and have you pick which one you’d like to hear next.  

Chris Townsend: Chris Townsend. I can see the value of this from a company management point of view but one of the 
other players in the market for financial models and ERM is the regulator. They don’t really care for the future value of 
the company and the future policyholders because there’s another insurer out there that’s going to provide the coverage. 
If you go up they care about your existing ones only. How do you square that circle? 

Mr. Segal: Yeah, good question, thank you. One of the things you have to deal with in enterprise risk management is 
multiple stakeholders that you have. It varies by type of company, by country, by industry, but the order of responsibility 
generally for public companies lies in your shareholders come first. Everybody else is a constraint. Everybody else is a 
secondary stakeholder and need to be managed that way. A lot of insurance companies do it the opposite way around. 
They start their enterprise risk management program thinking about the rating, similar to the regulatory, they think 
about the rating. They say, “The rating, we want this rating,” a priori, like that’s automatic, like that’s going to definitely 
maximize the value of the company; not necessarily true. And then they say, “If we had this much capital we’ll get that 
rating,” which is another assumption generally true. Then they go ahead and calculate economic capital again like we 
said, incomplete really, but then proceed to hold that and allocate and build it into pricing and financial reporting 
internally. That doesn’t necessarily maximize value. The rating agency, Standard & Poor’s, has led globally in my 
opinion in enterprise risk management with a couple of different leaders they’ve had now, but even in their approach 
which they care about the bond holders, they admitted and they said something I think pretty forward-thinking. They 
said in one of their categories, I think it was risk culture, they call it something different. They said if you don’t have an 
ability to discern the different stakeholders you have and how to manage them you’re not going to get the top rating in 
this category from us. This didn’t make it all about them, they feel and they believe that if you manage the company the 
way you’re supposed to everything else will take care of itself. If you grow shareholder value you’re going to be strong, so 
it’s not just about balance sheet capital because your future revenues and your business plan are going to feed the future 
capital, not just today’s but the future capital so you’ll be safer. And regulators . . . The order is sort of the market drives 
things and rating agencies and then. But of course disclosures have to be there for the markets to know how to drive 
what you should be doing and the rating agencies in this case move people ahead a little bit more by raising the bar in 
insurance with adding the eighth component to the rating being a separate distinct ERM rating; it did a lot to move 
people forward but the regulators are more trailing in that. Yeah, they have their own focus but I think they need to be 
managed as a constraint. So if you do your job and you have a good plan and you execute it the capital will take care of 
itself, solvency will certainly take care of itself. But if you manage only for solvency that’s kind of a dangerous thing, it’s 
actually a violation of your fiduciary responsibility to grow the company. But thank you for the question; it’s a really 
important question.  

There’s actually a nice story about this. One company that used this, they realized after we were going that they asked us, 
“We are thinking about making a decision and we know this is a strategic decision we think will be good for the 
owners.” They said, “We know if we do this AM Best is going to downgrade us and we’ll stay downgraded for five years 
but we think it still may be a better deal. The downgrade may hurt us; we may not be able to sell as much in certain 
markets.” They asked, “Can you this help us figure it out?” They were able to use it because you can really project the 
ups and the downs from different decisions and who wins and who loses. Ultimately if the shareholders are going to win 
then you don’t need the higher rating. You can live with the lower rating if you actually have more value. That’s your 
primary fiduciary responsibility and over the years, many years ago in the pre-crisis the market has moved away from the 
highest rating. It just felt that it wasn’t worth it and it was an implicit calculation. This would make that kind of explicit 
and say, “Take it the opposite way—what if we want to go for a higher rating? What would that be worth and is it worth 
and what would our capital be and what are the tradeoffs?” It lets you explicitly measure the value in the different 
stakeholders. Now, you have to manage everybody else as a secondary constraint but you have to manage that properly 
because they become the dominant problem. If the regulator is going to take you over you know you’re out of business 
so you need to manage that properly within the constraints and once the constraints are managed properly then within 
that you maximize the value. Thank you. Any other questions before we— 
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U-M: (??1.02.28) So you’re equating value to projecting cash flow and discounting certain risks are not projecting cash 
flows, or how do you even quantify? 

Mr. Segal: Can you give me an example? It’s tough to put you on the spot with it. 

U-M: No, no, that’s fine, I don’t know. Say the things that have happened the past maybe, sorry. 

U-M2: A privacy breach. 

U-M: Yeah, privacy breach. Like you have your policies, the information has been . . . It’s not your liability. It’s cash 
flows have been impacted. 

Mr. Segal: Yeah, that’s a good question, thank you. A lot of people, I ask, “Are there certain risks you can’t quantify and 
what about risks that don’t impact cash flows? Reputational, how do you measure reputational?” I think I’m going to 
answer that by jumping to one of the two topics I was suggesting. It’s about, probably about source of risk and outcome 
of risk. My contention would be that anything that doesn’t end up impacting cash flows you shouldn’t really put that 
much emphasis on it, you shouldn’t care about it that much. If you’re in the business of cash flows, you exist for cash 
flows, everything eventually will impact it.  

Let me actually show you an example. I was going to throw out two topics, maybe I should just throw this out too 
because there are two topics I could cover that are related to this. One is looking at how you identify sources of risks and 
outcomes which is related to your good question which we can touch on. It’s actually pretty quick.  

The other topic is what went wrong in the financial crisis. I often get this: “Hey, banks were leading in risk management 
and they must have been doing enterprise risk management, which is the latest flavour, and they blew up. You know, 
every 10 years they blow up the world. I mean they blow up and now they’ve blown up the entire world so if they ever 
do an ERM and that didn’t work why should we listen to ERM?”  

I go through and explain how, you know, look at whether it was a failure of theory or practice, whether they were really 
doing enterprise risk. That’s the second topic. Maybe a show of hands; how many are interested in the first topic, risk 
identification and source of risk and outcome? Okay, about 10 or so 15 people. How many people are interested more in 
the financial crisis—what went wrong, what went right, theory or practice? Oh boy, it’s about the same number. OK, I’ll 
try to give you both; first I’m going to answer your question. 

This is the key to successful risk identification. Let me just say that it’s the most common step. Risk identification is the 
first step in the process cycle. You identify, you quantify then you make decisions and then you disclose. So it’s the first 
step of risk identification. Most people that have done ERM must have at least gotten to the first step and by now 
common practice must be best practice. I found there are actually five separate problems in almost every company doing 
a risk identification and there are five keys to success and almost all of these are violated in most companies. First is to 
define risks by source. Second is to categorize risks evenly. Third to identify risks perspectively, which sounds obvious. 
The fourth is to gather data appropriately and the fifth is to define metrics clearly. I think we’re going to spend more 
time in the define risk by source and then jump to the financial crisis and maybe jump back if we have time.  

What do we mean by define risk by source? Here’s a list of risks. I’m going to ask you which risks do you think are 
identified by source and which by outcome because I can tell you this is a huge source of confusion among some of the 
largest ERM experts out there, including S&P, which has a very muddled definition of this in their printed 
documentation. The source would be, what’s the cause of it, what triggered it? So there’s the trigger then some stuff 
happens and then eventually there’s an outcome, the outcome being revenues are impacted or expenses are impacted or 
capital is impacted or the cost of capital is impacted or product capital is impacted. So which one of these sounds like 
they’re by source?  

Well, let me put this up here and answer the question. All but two are really defined by source. A competitor action, they 
took the action, that’s the source. Supplier, OK, a supplier failure then it impacted you. Technology failed and then it 
hit you somehow. Reputational damage is an outcome, it’s not even a full outcome, it’s an intermediate. We’re going to 
get into that. Ratings downgrade, people talk about ratings downgrade, the risk of ratings downgrade, sure. It’s not a 
risk, not by this definition. It’s not a source of risk. There are many different things that can cause it. New policy 



JUNE 2010 ANNUAL MEETING – VANCOUVER (SESSION 15)  15 
 

 
PROCEEDINGS OF THE CANADIAN INSTITUTE OF ACTUARIES  Vol. 41, June 2010 

regulations, that’s regulations. Now you could also say, “What triggered the regulators?” You can go back all the way to 
Adam and Eve but you have to pick a spot. A terrorist attack, well, that’s pretty clear; it’s driven by source. These are 
typical risks that are quantified by most companies.  

Let’s take a look at why reputational risk is not a risk. It’s not a thing you shouldn’t worry about—it’s clearly extremely 
important—but it’s not a source of risk. Here’s reputational damage. What causes it? There are many different things 
that can cause it. You could have poor product quality. You could be known for good customer service and all of a 
sudden there could be major issues with your customer service that the media would love to put on the front page of the 
news.  

There could be an internal fraud situation or some scandal that’s embarrassing with your CEO. There could be 
mishandling of external relationships leading to bad media coverage. Whatever the cause is there are different sources 
that can cause this event of negative media coverage. If it’s sustained it could damage your brand and the measure, and I 
think the only measure of this reputational damage other than maybe being embarrassing for a few minutes, is does it 
eventually mean less customers, less revenue, higher expenses, a different cost of capital, end up lowering your enterprise 
risk value? If not, my contention is you don’t care about it.  

A lot of reputational risks, when we go through this exercise people realize most of the moderate scenarios they have are 
not that important because most companies don’t have a phenomenal brand—I’m sorry?  

U-M: (off mic) (??) 

Mr. Segal: Yeah, I mean if you’re Toyota and if you’re BP media loves you all day because everybody knows who they 
are. McDonald’s, I mean these are big brands, they’ve got a lot with their brand but they’ve got a lot to lose. But if 
you’re an unknown insurance company with a small . . . maybe you’re number 150, life is good because even if 
something really bad happens the media doesn’t love it that much. They don’t keep you in the media that long; they 
don’t keep you on the front page that long because you’re not that big news. People don’t really know who you are so 
they don’t care that much so you’re under the radar. There’s an advantage in this case of having a weaker brand. So you 
really have to think through what does it mean. People are embarrassed, management doesn’t want it to happen because 
they’re embarrassed, but in terms of prioritizing the risk I think you’ve got to look at it this way in terms of source and 
outcome.  

Now here’s another example, ratings downgrade. Ratings downgrade could come from a few places. You could have a 
terrible strategy. They could hate your strategy. They could hate your execution. You might have poor rating agency 
relations and then you get a rating downgrade. There’s a great example of this that’s a little known story. There’s a 
failure, I don’t know how many people have ever heard of the failure of General American Life Insurance. I used to work 
at Met Life. Met Life acquired them. You’ve heard of this thing. I don’t know what story you heard—what happened to 
General American? What’s the general story? 

U-M: (Comments off mic) . . . because you’ve taken on this risk we must downgrade you. 

Mr. Segal: Yes, yes, exactly. This is the common story, the common story that they put out, that’s out there and I don’t 
have any personal verifiable knowledge of this. I’ll just put that disclaimer out there, but the general story is that they 
kind of had off-balance sheet liability, they didn’t really realize that maybe it was kind of a small thing but it resulted in, 
I think, a seven- or eight-day call on $2 billion of cash and they had like $3 billion of capital. And it was triggered; the 
option would be triggered if there would be a double downgrade. I think it was Moody’s. At a conference I was sitting 
next to the woman that downgraded them and she told me her story and I kind of believe it but again, I’m not stating 
any facts here, I’m just stating hearsay but it’s interesting in terms of source of risk. They would say, “You know, it’s the 
financial risk.” We would say, “It’s off-balance sheet, it’s the financial risk.” My contention is no, it was poor agency 
rating relations.  

She said for two years she talked to them and was pushing them and pushing them and pushing them, saying, “I don’t 
like this.” They disrespected her, they disrespected Moody’s, they said, “You’re wrong.” Finally they pulled the trigger. 
It’s a true story, I mean it’s her story and it sounds credible to me.  
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There are other stories like that where people think it’s financial risk and if you look underneath it it’s really a different 
source. It’s kind of an interesting exercise to do. But you need to trace things back to the root because this is where you 
mitigate and this is where you have to quantify the scenarios because they come from different places. You know you 
have different scenarios about poor rating or poor execution or poor strategy. You identify them differently, you mitigate 
them differently, you measure them differently. If you said, “OK, handle ratings downgrade risk,” where do you start? 
You hopefully would start by tracing them right back to here and calling it three different things or more. You can’t take 
some amorphous blob like rating agency risk and make any sense of it because it’s not a source of risk and it’s the same 
thing with rate reputational damage. Reputational risk, I don’t like that phrase, it’s not really a risk. It’s an intermediate 
impact which comes from a different place and you need to look at these individually, these are all managed differently 
and it ultimately should lead to an impact there.  

One of the things on the—well, let me actually move on, there’s more stuff that I want to get to. Common practice leads 
to problems because there’s an inconsistent definition. Some risks are defined by source; some risks are defined by 
outcome. In terms of the qualitative risk assessment, if you’re using something that’s an intermediate outcome or even an 
outcome, a risk of losing so much revenue, it’s amorphous. Each different survey participant, when you’re asking them, 
“What do you think? High, medium, low frequency? High, medium, low severity?”, and we do that qualitative, you 
know, where we do that chart with the dots and try to rank these qualitatively and plot the exercise. They’re all thinking 
about a different risk, each one of them may be thinking about a different source that causes that. So it’s not consistent. 
Whereas best practice is consistently defining by source, a consistent understanding of the specific risk source by the 
survey participants. But that’s in the risk identification, this qualitative is in red; remember that red, blue, green stage. 
This is in the red stage. The risk quantification was the blue measurement. It also hampers it because the risk scenarios 
are hampered by an ambiguous definition.  

There’s one company I was doing this for and they did their own risk identification. I said, “Look, I’d rather we redo 
your risk identification to have it by source,” and I explained and the CEO said it was impossible politically because they 
tried that with another company a couple of years before and it was a disaster. So they said even he couldn’t dictate that 
the company redo it. He said, “We have to live with the risk identification we have.” I explained, “It’s going to be 
inefficient because when we sit down with the risk scenarios, with the failure modes and effects analysis and we start 
asking questions, when we come up with some of these ambiguous risks we’re going to talk it through and get people to 
realize it’s not a risk.” It’s just not a risk the way it’s defined. And we actually sat down with the CEO to do the ratings 
downgrade and after 30 minutes he finally realized, “Yeah, this is not a risk. We need to go back to the drawing board 
and look at drivers of it and take this off the table.” We were able to do it that way. He accepted the fact that it would be 
iterative. He said, “Yeah, I understand that will be inefficient. We’ll have a little back and forth, we just can’t do it any 
other way this time,” and we did it and it was helpful.  

You need to quantify but do the risk exercise by source. When you pull back by source the risk experts can logically 
think about the downstream, what happens first, what happens second, what are the repercussions if it just flows 
naturally downstream. Similarly, with risk decision-making you mitigate at the source. You can’t mitigate reputational 
risk. I mean, you can make out a PR plan just in general but if it comes from different places your talking points will be 
different anyway; which firm you hire might be different anyway. So you really need to mitigate at the source. 

I think that’s all I want to cover from that. I want to jump to get a little bit of the other topic, what went wrong in the 
financial crisis. There are 10 key criteria. There are three different ways of defining enterprise risk management. One is 
by the 10 key criteria that you need to really call yourself an enterprise risk management program. The second one is the 
process cycle, those four steps we circled, those steps we talked about. And the last one is the framework which we spent 
a lot of time on that slide with the red, blue, green.  

Here are 10 key criteria, what they should look like. It should be enterprise-wide. Every area of the company should be 
in scope, not like some of the companies that suffered in the financial crisis where there was a golden boy unit that was 
just earning so much money: “Let’s not look there. Let’s not mess with the golden goose, don’t talk to them, don’t 
bother them, they’re doing so great.” That’s where the risks are often hidden, where you don’t want to look or maybe 
you think, “This area de minimis, it’s so small.” You never know where the risk exposures are going to come from so you 
need to look everywhere. 
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Number two: all risk categories in. We already talked a lot about this; not just financial risks, strategic and operational 
are actually more important volatility-wise.  

Three: key risks only. This is not an extension of a Sarbanes-Oxley type of exercise with control spreadsheets and 
hundreds of risks and control owners; that’s tactical. This is just a handful, a couple of dozen of the most strategic threats 
to the company.  

Number four: integrate. We talked about the impact of value killers, two or more risks, combination punches, you need 
to have that in there, not just one at a time.  

Five: aggregate. You need to have a metric that you can add things up. Very few companies use a metric that is a uniform 
metric for all risks, you can add things up so you can get to the aggregate level of aggregate enterprise risk exposure and 
then get what do you want it to be, the risk appetite, and then manage one within the other, the most important part of 
ERM.  

Six, we talked a lot about this, decision-making, not just reporting of the risk. A lot of people, “Here’s the heat map. 
Here’s the top 10 list. Here you go, board, we’re not doing much about it but we’ve reported it.” That misses the most 
important step of taking action. Risk return management, not just downside, but you’ve got to measure upside volatility 
also. You’ve got risk and returns so that you’ve dealt into the decision-making table.  

Number eight: risk disclosures. This is not just disclosing standard risk disclosures that you see out there. People often 
ask me is there a risk that I’m going to identify that has not been identified in the company. I usually say no, you’re 
smart people, you’ve been managing risk since the beginning of time in your company, just on a silo basis. Your risk 
drivers are the inverse of your value drivers, but there is one risk that I think is the most overlooked risk in every sector 
and that is the risk of improper risk disclosures. If you look at the risk disclosures in most sectors they look pretty 
boilerplate, pretty standard. It’s a long laundry list without much distinction. Yet if you look inside the companies and 
you don’t know until you actually get inside what the talent is and the risk savvy, the ERM savvy that exists and how far 
they’ve gone with ERM . . . It ranges from people who haven’t done anything to people who have been doing it for 
years, but that information hasn’t been reflected, what they’ve learned inside they’re not disclosing. There is a mismatch 
there and that’s a risk. Litigation could turn that over. We’re seeing through regulations that don’t require any 
disclosures, I’m not so sure that’s going to happen. Value impacts, you have to include, part of the definition of 
enterprise risk management is a process companies use to identify, measure, manage and disclose risks to increased value 
to stakeholders, all stakeholders. Primary stakeholder if you’re public should be increasing values so you need to have 
value if you’re going to increase value. People talk about value added all the time—value added, value added this, value 
added that. If you’re not measuring value I don’t know how you know you’re adding value. Most people don’t actually 
measure it. You need to measure it.  

The last one is the primary stakeholder, not rating agency, driven. We talked about that, it was brought up with the 
question. Here is the lesson from this one, look at all the red ink on this page. This is the banking scorecard. They had 
golden boys that were out of scope. The financial products area of AIG, one example, all risk categories, they’re overly 
focused on financial risks, not looking at strategic and operational, they are doing key risks only but they’re not 
integrated. There is a silo approach. Silo approach is mostly still king right now, very few people integrating different 
areas and different risks and looking at the interaction of risks. Aggregated, very few but banks did not have aggregate 
level enterprise exposure metrics and they did not have risk appetite either defined. They were making some decisions 
with it but again only driven by financial. Risk return management, they were only doing mitigation, looking at 
mitigation, not the upside. Risk disclosure is inappropriate. Even after the event it took multiple quarters for the banks 
to properly disclose. They were not properly disclosing the risk exposures. Value impacts; no banks are capital-focused. 
In fact there’s an article, a byline that might be run by Forbes, they’re threatening to run this on this topic. You know 
there’s a rule, the U.S. government got a lot of criticism for giving away a lot of money to banks without tying any 
strings to it, without having any criteria required to change their behaviours. But there was one criteria, some of the 
TARP [Troubled Asset Relief Program] companies had, this TARP money, bailout money, had a requirement that they 
had to certify within 90 days that their executive compensation system did not cause excessive risk exposures to the value 
of the company. I don’t know whoever wrote that and how the banks were interpreting it but there are only a handful of 
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banks and I think General Motors is also one of those companies that were in that thing, and I believe—again it’s not 
fact, I’m not sure—that they also certified and my firm belief is I’m very sceptical that they could even have known that. 
To know that you have to measure the exposure to value, link it to what your managers have an ability to do and then 
look at the compensation. They don’t have that, they have capital-based systems. I know how long it takes to convert a 
capital-based system to a value-based system. Not long, but it takes some months on the best of conditions. During a 
financial crisis, 90 days? I don’t think so. So I don’t think they really either knew what they were signing, had a more 
liberal interpretation than I did but that’s a comment on . . . Actually the incentive coverage is on the next slide.  

So where was I here? Capital metric; this is part of this point. They only have capital metrics, not value metrics, which 
they would need to properly certify to that. Primary stakeholder, again, they were focused on ratings and regulators. 
Here is another way to define enterprise risk management, by the basic four steps in the process cycle. Identify, measure, 
decide and then risk messaging, internally reporting, externally reporting. How did the banks do? Not well. Again, they 
didn’t focus on non-financial risk. They had poor risk exposure metrics and poor model assumptions, very poor model 
assumptions. I think assumptions that actuaries would never have made. Poor performance, obviously that was pretty 
obvious. And this should be really, really very much bolded; their incentive compensation did not adjust for the risk 
exposure. They have RAROC and ROE, all these great metrics at the enterprise level or at the business segment level but 
they don’t hold their individual traders accountable to the individual risk exposure. Now if I’m not held accountable to 
risk exposure but you really pay me for over-performance on the upside, guess what? I’m going to gamble with your 
capital, right, because that’s the game. I personally wouldn’t, I don’t think anybody in this room would but that’s what 
happened to a lot of the traders at these banks. They took risks because they weren’t measured against it.  

Here’s our picture of the ERM framework. Look how much red ink is up on here. They were not looking at all risks. 
They were not using discrete scenarios, they were using more esoteric formulas and stochastic. They were not analysing 
the risks of multiple events happening together. They were not measuring or reporting on a pre-mitigation basis. 
Remember, I said if they had measured these it would have shown a spike in exposure before they felt they were 
offloading it or wrapping it with guarantees that actually weren’t there when they needed them maybe, and reported that 
up. They could have stopped this whole thing, stopped it dead. They had overly complex correlations. This fantasy that 
these multi-dimensional correlation matrices models really meant something, they all break down in the tail when 
something really bad happens and that’s what happened. Now everybody admits, “Yeah, these correlations were fantasy,” 
but they were relying very heavily on these house of cards of assumptions there.  

They had poor model assumptions. This is one I want to comment on because about a week ago at the first meeting we 
had of the future risk forum I met David X. Li. How many people know David X. Li? Anybody? He was named in a 
cover article; I think a very unfair article in Wired magazine. Wired was rated some years ago the number one magazine 
in America. They had a big splash cover story, copula formula, “the formula that destroyed Wall Street,” big splash, 
sensational, they kind of blamed David X. Li, who is an actuary, for ruining the world. He invented the copula formula; 
“it’s all his fault.” About halfway through they admit that he warned people they were misusing the copula formula. 
What it does is, and I’m not an expert on this topic, but it simplifies a measurement of the correlation in the mortgage 
markets, the risks, it gives you a shorthand way of doing it by looking at credit default bred trading, CDS trading, and 
you can compute the correlations from that. The problem is it only went back about 15 years so they simply . . . when 
they said, “Oh, there’s no national housing downturn at the same time, it never happened.” Really? It’s happened a lot of 
times if you look back at the long exposure period and actuaries know how to do that. That’s what we do; we look at the 
proper historical period when we make future assumptions. They didn’t do that.  

David X. Li warned them, they didn’t follow it. So they had poor model assumptions that I just think no actuary would 
do, an entry-level actuary would know better there. They didn’t have the enterprise value metrics. They used this VAR 
metric, value at risk, when they look at the distribution. They didn’t look at the distribution of value, they looked at 
capital and they picked one spot here. Rather than looking at the entire spread like this method does and look at 
different ranges within that, they picked one spot and that was their bogey. So what did they do? They just loaded a 
bunch of risks slightly behind that mathematically so it was hidden. So it was a huge risk but they weren’t accountable 
for it and that’s just a ridiculously terrible method. No calculation of enterprise risk exposure and no calculation of risk 
appetite. The two aggregate metrics, the most important job in ERM, measure enterprise level, what your exposure is,
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 what you want to be measured within it. They didn’t know it. They couldn’t state it mathematically. If you can’t do 
that you’re not doing ERM. So I hope that in this very quick run-through all you remember at least is all the red ink I 
showed you. The next time someone says to you, “Thanks for doing enterprise risk management and what’s it worth?”, 
just remember these pictures and you can give them an earful about how banks were not anywhere close to enterprise 
risk management.  So I think we’ve got 30 seconds for questions if there are any questions. Yes, a question. 

U-M: (off mic) Just a process question. The slides that you have here (?? 1:26:16).  

Mr. Segal: I’ll put these up on the website as well. I will get them to you. Yes, I’ll make sure. I’ll make a note of that. 

U-F: (off mic) Those banks that you were talking about, are they (?? 1:26:30). 

Mr. Segal: You know I’m not opining on Canadian banks. Yes, I’m much less familiar with Canadian banks so let me 
limit my comments, but I think a lot of global banks are in the same in that, and my guess would be that banks in 
general have still not had the sophistication that we’re outlining here. It’s really an advanced way of thinking but they’re 
not going to get there unless they’re . . . You know, there’s this implicit guarantee of a bailout so that really doesn’t set 
capitalistic market forces to make people behave, when you’re socializing the losses and privatizing with the upside. So 
we’ve got a system that drives this kind of behaviour, and they’re very smart people but the system works for them; the 
way it’s working it doesn’t work for all of us. 

Moderator Williams: We’re out of time and I think this has been a really good way to round out the conference because 
this is probably one of the more important areas for the future of the profession. I think it’s good to have somebody here 
that’s actually working in this area a lot because I know people kind of dabble in some places but Sim is really involved 
in it a lot so join me in thanking him for sharing his thoughts. 

(Applause) 

Happy Canada Day. 

[End of recording] 


